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	Employee Names
	

	Team Lead
	

	Module Name
	Networking Hardware and managing hardware in server 2003 and 2008


Portfolio Contents

	Item
	Complete
	Incomplete
	Points Awarded

	Lab reports for all labs 
	
	
	

	Requirement
	Excellent (10)
	Incomplete (0)

	Lab 4-1

	· Screenshot of loaded exceptions
	
	

	· Show me how to add an exception
	
	

	Lab 4-2

	· Screenshot of NIC details
	
	

	· Where else can you get information on your installed devices?


	
	

	Lab 4-3 (just do it)

	Lab 4-4

	· Screenshot of driver signing

· Answers to the following questions:

· What is driver signing?

· What are the three options in the driver signing utility?

· What tool can you use to test all your drivers at once to make sure they are signed?

	
	

	Lab 4-5

	· Printout of SIGVERIF.TXT
	
	

	Lab 4-6 (just do it)

	Lab 4-7
· Demonstrate deleting the notepad.exe and show me that it comes back (like magic)

· Do a screenshot of running sfc from the command prompt.

	Lab 4-8

Show me your MMC you created and the new GPO
	
	

	Lab 4-9

Show me your new OU and the GPO you applied to it.

Log in as the new user you created and show me that the policies applied.


	
	

	Lab 4-10 
Create the policies

Log in and show me they work
	
	

	Lab 4-11
Create your ten policies.

Log in and show me they work!
	
	

	· 
	
	

	Hardware/Lab Test Score for Each Member (attach sheet)
	Score
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Completed solution to problem portfolio

	Task One: Create a customer overview. Who are they? What do they do?
	
	
	

	Task Two: What are the current needs of your customers?
	
	
	

	Task Three: What are the future needs of your customers?
	
	
	

	Task Four: Have each person in your team email one of the people and ask them specific questions that will help you fix their networking issues.
	
	
	

	Task Five: Identify hardware based solutions to the networking issues. 
	
	
	

	Task Six: Create a network drawing of their new design. You can download the drawing above and modify it. Do not worry about drawing cabling. It just muddies the design. Also, be conceptual with the workstations. You don’t need 140 different computers, but you do need the servers, and all hardware. 
	
	
	

	Task Seven: Identify what each problem is, and what hardware solves that problem. If you are replacing hardware, explain why.
	
	
	

	Task Eight: Price out all the new hardware on a spreadsheet. Include price, specs, and where you’ll buy this.
	
	
	


Label the Connectivity Devices

Label the diagrams below describing:

1. The connectivity hardware being used.

2. The pathway the packets are taking.

3. The level(s) of the OSI model the connectivity hardware is using.
	[image: image1.png]Node=Accounting

‘Computer A sends two packets (=)
one to accounting, one to sales






	Diagram 1

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware is using _____________________________________________

· Label the path of packets being sent from computer A to both accounting and sales.
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	Diagram 2

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware above is using _____________________________________________

· This diagram also illustrates what rule? _________________________________________________

· Label the path of packets being sent from one end of the network to another.
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	Diagram 3

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware above is using _____________________________________________

· Label the path of packets being sent from network to another.
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	Diagram 4

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware above is using _____________________________________________

· Label the path of a packet being sent from Net B to Net D.
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	Diagram 5

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware above is using _____________________________________________

· Label the path of packets being sent from each computer.
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	Diagram 6

· Connectivity Hardware ______________________________________________________________

· Level of OSI model hardware above is using _____________________________________________

· Label the path of  packets being sent from one network to another.

· What is happening in the middle of the transmission? ______________________________________




Networking Hardware Reading Assignment and Labs

Get a Hands On Windows Server 2003 Administration book and turn to page 31 and read through page 50. This is a required part of the unit. There will be a separate test on the reading. If this is not done, there will be no score for the unit given.

1. What additional things might you have to do before you have your server ready to be accessed?

a. __________________________________________________________________

b. __________________________________________________________________

c. __________________________________________________________________

2. Microsoft periodically releases these to correct potential security problems.

3. Before you deploy Windows Server 2003 you will need to analyze a number of things in your network. What things do you need to analyze?

	Analyze This
	Why?
	Where do you get this information?

	Computer hardware configuration
	
	

	Network infrastructure configuration
	
	

	Organizational Unit illustration
	
	

	Network interoperability issues
	
	

	Existing applications
	
	


4. Why is it a good idea to make sure that the hardware you’re using for your server is on the HCL?

5. Where do I find the HCL (url)? Throw this link up onto your Shadows page.

6. What are the requirements for installing Windows Server 2003? (Note: These would definitely be on your Server 2003 cert.)
	Requirement
	Standard Edition
	Enterprise Edition

	CPU Speed
	Minimum
	Recommended
	Minimum
	Recommended

	RAM
	
	
	
	

	Maximum supported RAM
	
	

	Multiprocessor support
	
	

	Disk space for setup
	
	X86:
	Itanium:


7. What are the ramifications of installing on the minimum recommended hardware?
Lab 4-1: Using Windows Firewall
Requirements:

· Windows Server 2008 installed

· Proxy set up

Directions

1. Boot into your server and log in as administrator.

2. Open Control Panels and go to Security.

3. Open Windows Firewall

4. Turn it on.

5. Go into Exceptions. Which exceptions are already selected?

	Program or Port
	Description

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


6. Turn on the service that allows users to logon. 

7. What does this service do?

8. Go to Allow Program through Windows Firewall.

9. What did it open?

10. Add the programs (in program files) vmh and vssrvc.

11. Why should you be careful when adding services and programs to your exception list?

12. Do you need Windows Firewall if you have a hardware firewall in your network? 

Turn in the following:

· Screenshot of the exceptions setting showing you’ve added the three exceptions asked for. 

Lab 4-2 Exploring the Device Manager

Directions

1. Boot into your server and log on as administrator.

2. Open the device manager.

· From under System and Maintenance; or

· From the Device Manager Applet; or

· Right click on my computer, select properties, hardware tab; or

· Right click on my computer, select manage, select device manager; or

· Administrative tools(server manager(Diagnostics(Device manager 

3. Right click on a device and select “Update Driver”

4. Do the update automatically.

5. What happened? 

6. What are your options if you can’t update automatically? 

7. Find your video card and open properties.

8. Go into the Details tab.. 

9. Find the Drive Assembly Version and write it down.

10. What is the PCI bus number and what number device is this? (Look under Location Information.)

11. Who is the manufacturer of this device?

12. Go into Resources and fill in the following

	I/O Range
	

	Memory Range
	

	IRQ (decimal)
	


13. How can you set this device to wake up the computer, if it is in hibernation mode, if you need to access it remotely?

Turn in the following:

· Screenshot of the details of resources for your network card driver.

Where else can you get information on your devices?
Lab 4-3 Using Windows Powershell
Directions

1. Boot into your server 2008

2. Open Server Manager

3. Expand Features

4. Add a Feature

5. Select Windows Powershell and install.

6. Read this:

PowerShell is a very power command line interface (shell) that allows you to perform activities in Server 2008.It uses both cmdlets (command-lets) and scripts to perform a variety of functions. It seems to be particularly useful for remote administrating other servers and applying the same script to perform different actions. For example, you may set up an application server and use a PowerShell script to control the installation of a number of applications. 

Cmdlets are specialized commands for performing different tasks in PowerShell. If you type get-command in the PowerShell prompt, you’ll get a list of all the cmdlets available. You can even write your own cmdlets if Microsoft doesn’t have what you need built into it. 

One thing I noticed when I was writing this lab is that PowerShell uses many

 commands you can find in both DOS and Linux commands (UNIX). I went to perform a few typical tasks such as listing a directory, and accidentally typed the Linux command LS instead of DIR. Both worked identically.

Test it out.

1. Go under your Start menu into all programs and open PowerShell. It looks much like the CMD prompt. It is, but it’s not. CMD is a shell environment, and so is PowerShell only cmd.exe can’t do the CMDLETS. 

2. Type dir and hit return.

3. Type ls and hit return.

4. Type help dir and hit return.

5. Type man dir and hit return

6. What do you get with the last two? Yeah, I don’t know why that is either. I think it’s a bug.

7. Type get-process.

8. What do you see?

9. Type get-process | more and hit return to show just a pageview at a time.

10. What does | more do?
11. Now let’s say that you have a server running really slowly and you think it’s RAM. You want to kill all processes taking over 500 MB RAM. Type get-process | where { $_.WS –gt 500MB } | stop-process. 

12. To see a list of services running, type get-service.

13.  To get a list of all the cmdlets available, type get-help about_core_command and press enter.

14. Whoa! What was that?

15. Hit the up arrow to bring the command back onto your prompt. Now add to the end | more to pause it. 

16. Choose one of the commands in the list and type get-help followed by the name of the command.

	Command
	What it does

	
	


PowerShell is extremely powerful. It is much more than the cmd prompt on steroids. There are entire books written on PowerShell and its applications. 
Lab 4-4 Driver Signing Options

Directions

1. Boot into your server and log in as administrator.

2. Configure Windows Server 2003 to warn if someone tries to install a driver that is not magically signed by Microsoft.

3. Open the Hardware tab.

4. Select Driver Signing.

5. What are the three choices and what do they mean?

	Choice
	Description

	
	

	
	

	
	


6. Set it to warn.

7. What will happen is a user tries to install an unsigned driver?

8. Note that you can set a group policy that sets this on all computers in your network, not just your server. We’ll do that later. 

Now let’s do the same thing in Server 2008

Oh man, no matter where you look you can’t find the spot to turn off driver signing! In fact, if you’re not an administrator in 2008 and Vista, you can’t install an unsigned driver. Period. Sorry kid…ain’t gonna happen.

Why? Installing unsigned drivers is a security risk and it’s something that, as an administrator, you want complete control over. You do not want users of laptops, for example, going into strange hotels and installing drivers to work with some random network setup. 

Can you turn it off if you need to? Yes, but rather than there being a wizard to do it, it requires you modify the registry.

What is the registry? 

The Windows registry is the database most Windows-based operating systems use to keep track of the settings for the operating system and all installed programs.

Windows NT-based operating systems (e.g., Vista and XP) store most registry information in files called "hives". Hives are stored permanently on the hard drive and are not necessarily the same from one computer to another. Only administrators can access hives or delegate the rights to access them. Hives for the "Machine" keys are typically found in the \System32\Config\ directory within the Windows directory, which is on the drive where Windows is installed. For example, if your computer has Windows Vista or Windows XP installed on drive C:, the hives will be in:

  C:\Windows\System32\Config
Hives for the "User" keys are found in the Documents and Settings folder, also on the drive where Windows was installed. The various User hives are scattered throughout different subfolders in the Documents and Settings folder (some in LocalService, some in the actual user folder, etc.).
For a definitive list of where your Windows computer stores its registry hives, open the Registry Editor and navigate to:

  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\hivelist
You will see a list of keys indicating the location of each specific hive. For example, for the Machine Security entries, you'll see something like:
  \REGISTRY\MACHINE\SECURITY REG_SZ

  \Device\HarddiskVolume1\Windows\system32\config\SECURITY
For this example, that refers to  C:\Windows\system32\config\SECURITY  (or  D:\Windows...  etc., if Windows is installed on the D: drive).
All hive file locations for your computer will be listed there.

You can edit the registry by using regedit. Be very very careful. There is no undo, it doesn’t ask if you want to save. Editing the registry can brick your OS. PROCEED WITH CAUTION!
You can also use a program called bcedit to change registry entries related to driver signing. Actually, any time you use a command or a control panel to change an environment variable, it edits the registry. It’s just that using wizards and programs are MUCH safer than going in and modifying the registry by hand.

1. Go online and find the bcedit command that allows you to set driver signing to warn.

2. What is it?

3. Call me over and demonstrate it to me.

Turn in the following:

· Screenshot of driver signing

· Answers to the following questions:

i. What is driver signing?

ii. What are the three options in the driver signing utility?

iii. What tool can you use to test all your drivers at once to make sure they are signed?

Lab 4-5 Using the File Signature Verification Utility

Directions

1. Log into your server as an administrator.

2. Open the run command.

3. Type sigverif and hit return.

4. The File Signature Verification tool will start. It is going to test all the drivers in your system to make sure they signed. This is often used after upgrading a system, where drivers have not been tested for signing. 

5. Click start.

6. When it is done you get a list of unsigned drivers. Mine had ONE unsigned driver. To see the log, click the advanced button.

7. What did it save the log as?

8. Open that file. Print it out. Attach to your logs. 

9. My unsigned file is nvmpu401.sys. Go online and look up that file. Where does it come from?

10. Should I be concerned?

11. If I do not want any drivers unsigned on my system, what should I do?

Turn in the following:

· Printout of the SIGVERIF.TXT.

Lab 4-6 Running System File Checker
Directions

1. Log into your server

2. Open the command prompt.

3. Type sfc /?

4. What is sfc?

5. Uh oh, it won’t allow you to run it. Why?

6. Close the command prompt. Huh. This is getting more like Linux every day. 

7. Go to start(accessories(command prompt and right click. 

8. How can you run as an admin?

9. Do dat.

10. Now do 3 and answer 4.

11. Run a scan. What is the command to do this?

Go online to http://support.microsoft.com/?kbid=310747 and read and answer the following while sfc is running.

1. What does sfc.exe do if it finds a file has been overwritten?

2. What if you want to set up a scan, but don’t want to do it now. Rather, you’d like to do it when the computer restarts.

3. How can you set sfc to scan files on every single reboot?

Lab 4-7 Creating a Group Policy Object Using the MMC

1. Open the run box. Type MMC.

2. Click file and select Add/Remove Snap-in.

3. Click Add. In the Add Standalone Snap-in dialog box, click Group Policy Object Editor. Click Add. 

4. In the Select Group Policy Object dialog box click browse,

5. In the Browse for a Group Policy Object box click the all tab to display a list of all the GPOs that currently exist on your domain. 

6. Right click a blank area and select “New” to create a new GPO.

7. Rename the GPO using the name Test Policy.

8. Click Okay. Click Finish.

9. Close the Add Standalone Snap-in box. 

10. Close the MMC. Save it as “My GPO” to your desktop.

Lab 4-8 Creating a GPO in a new OU and Testing It.

1. Open up Active Directory Users and Computers

2. At the root of your domain, create a new OU named GPO-Testing

3. Within that OU create a user named GPO Harry. Make him just a regular old user

4. Right click on your new OU and select Properties.

5. Click the Group Policy tab.

6. Click Add to add a GPO.

7. Click Test Policy (that you made last lab) and click OK.

8. Click the New button to create a new GPO. Name it GPO Testing.

9. Click GPO Testing and click the Edit button.

10. In the User Configuration section, click the plus sign (+) next to Administrative Templates to expand its contents. Click Start Menu and Taskbar.

11. Double-click “Remove My Documents Icon from Start Menu”. Notice the settings:

a. Not Configured

b. Enabled

c. Disabled

12. Selected Enabled to enable this setting. 

13. Click the explain tab and write below a summary of what this policy does.

14. Click the Desktop folder. Double click Remove Recycle Bin icon from Desktop. Enable that.

15. Click Start Menu and Taskbar and click Remove Run menu from Start Menu. Enable that.

16. Click the Control Panel folder. Double click Prohibit access to the Control Panel. Enable that.

17. Save.

18. Fire up your workstation and log in as GPO Harry. Test your settings. Have me check them off.

Lab 4-9 Configuring Password Policy Settings in the Default Domain Policy

Note: No matter WHERE you configure Password Policies, they ALWAYS apply to the entire domain. This is the only set of policies that does that and many a network administrator has pulled his or her hair out trying to set specific policies on individual OUs. 

1. Open Active Directory Users and Computers.

2. Right click your domain and select properties.

3. Click the Group Policy Tab.

4. Select Default Domain Policy.

5. Click Edit.

6. In the Computer Configuration section, click the plus signs next to Windows Settings, and Account Policies to expand them.

7. Enable the following policies:

a. Password Policy

i. Enforce Password History: 7 passwords 

ii. Minimum Password Length: 4 characters

iii. Minimum Password Age: 1 day (users can only change their password every 24 hours)

iv. Maximum Password Age: 30 days (users MUST change their password every 30 days, but can do so sooner if they want to)

8. Save and close. 

9. Log into your workstation as GPO Harry.

10. Change your password. Try a blank password.

11. Try to change it again. Does it work?

12. Show me!

Fill out the table below

	Policy
	What it does
	Why use it?

	Enforce password history
	
	

	Minimum password age
	
	

	Maximum password age
	
	

	Minimum password length
	
	

	Password complexity
	
	


Lab 4-10 Creating Your Own Policies

You are going to create 10 new policies on your domain that are OTHER than the ones we’ve done up to this point. 

Before starting you’re going to follow best practices.

1. Get together as a group and decide what you want n00bs to be able to do and NOT be able to do.

2. Look up the policies! Google it. Microsoft has an entire list of policies. The book has some too.

3. Create a new OU named N00BS.

4. Create a new GPO on that OU named N00B Policy.

5. Apply the policies you’ve chosen. Get creative! You can use GPOs to do a TON of things, including push software installation, select themes, apply wallpapers, etc. 

6. Fill out the table below. Trust me on this one. It’s so easy to “lose” your policies!

	Policy We Defined
	Where it’s Found
	Why we defined it
	What it does

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	

	4. 
	
	
	

	5. 
	
	
	

	6. 
	
	
	

	7. 
	
	
	

	8. 
	
	
	

	9. 
	
	
	

	10. 
	
	
	


Unit Project

Do this using Visio and Word. You’re going to create a solution to your customer’s problem and a proposal for the hardware costs.

Below is a description of the existing network for Peach Pit Design, a small magazine publishing company that started as not much more than two computers and an old printer, and has grown over the last two years into a nice little business. Unfortunately while growing, the owner hasn’t done much more than just add computers to his network. There has been very little actual planning involved.

The owner, Percy, feels that the network needs to be updated but he has no idea how to go about this. You are going to interview the following people and ask them questions related to the network. After you have interviewed them, you will create a network design, choose appropriate hardware, and draw that design using Visio.

Current network design

· Two servers

· One server is for the graphics department and has two 400 GB hard drives because their files are huge.

· One server is the active directory server. It has all the users and groups.

· 140 workstations

· 10 in the front office staff are attached to hub2

· 10 in the administrative staff area are attached to hub3

· 50 in the graphics department

· 30 in the marketing and sales department

· 40 in the editorial department

· Three laser printers

· One in the front office. The administrative staff also prints to this printer.

· One in the graphics department

· One in marketing

· One in editorial

· Hardware

· Five 34-port hubs in one wiring closet

· One cable modem connected to one computer with ICS turned on.
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Below is the information you have at this point, based on interviews you conducted while at the site. Email them with additional questions.

Interviews with Employees
Petunia

Since we’ve added 10 people (and 10 computers) to our department, the network has slowed WAY down. We have our own server, so it seems like it should be faster. We tried moving it into our office to see if that would help. Yesterday I went to open a Photoshop file and it took five whole minutes to open. I am NOT exaggerating!

We’re responsible for the graphics in the editorial section of the magazines. We need more storage than everyone else for our digital photographs and drawings. 

Porter

Come over here and look at our wiring closet. Here are our hubs. Now it looks like we have room to add more people here, but if we do I don’t think we’ll be able to do anything! 

You note that when you’re looking at the hubs all the port lights are blinking. A few change from green to amber, and a light labeled COL on each hub is blinking furiously. The hub labeled “Graphics” has moments where the COL light stays statically lit.
We’d like to add more computers for some interns we have coming in. In addition we’re currently accessing the Internet via a single computer attached to a cable modem using ICS. It works, but it’s slow. We’d like a hardware solution to that.

If we connect to the Internet directly, though, is our data safe? How can we make sure no one gets in and picks around in our files? 

We just need to move stuff around faster. We’re considering buying another company and we can’t add them to our network with this setup! Oh, and this new company uses a token ring network. We’ll need to be able to connect to them. 

Patricia

My people need to access the Internet for Lexus Nexus and other online database research. Oh we can get there, but it’s WAY too slow. 

We also need a way to be able to share our files. Right now we use CD or floppies to share files. We can email them, but it’s too slow. 

Parker

We just plain need more speed. That’s all there is to it. Our group lays out advertising for the magazines. Sometimes the customer comes in and wants changes made right there in real time. Well forget that! It’s embarrassing to sit there waiting for a file to open and then waiting even longer for it to print! It might seem like a little thing, but customers who wait for things are not happy. Unhappy customers take their business somewhere else!

Peter
I was just hired and I see that they are running out of room on their servers. They are also still using Server 2000 and the boss does not want to upgrade, but I need them upgraded. I know that Server 2000 is very stable, but 2008 has so many more features. I need you to help me convince the boss to upgrade to Server 2008 by preparing a comparison among 2000, 2003, and 2008 and why 2008 is more secure and more reliable than 2000. 
Have each member of your group email one of the people below and ask about their experience with the network.

	Name
	Email
	Department

	Petunia
	petunia@teechur.com
	Graphics Design

	Porter
	porter@teechur.com
	Administration

	Patricia
	patricia@teechur.com
	Marketing and Sales

	Parker
	parker@teechur.com
	Editorial

	Peter
	peter@teechur.com
	IT


Project Tasks

· Task One: Create a customer overview. Who are they? What do they do?

· Task Two: What are the current needs of your customers?

· Task Three: What are the future needs of your customers?

· Task Four: Have each person in your team email one of the people and ask them specific questions that will help you fix their networking issues.

· Task Five: Identify hardware based solutions to the networking issues. 

· Task Six: Create a network drawing of their new design. You can download the drawing above and modify it. Do not worry about drawing cabling. It just muddies the design. Also, be conceptual with the workstations. You don’t need 140 different computers, but you do need the servers, and all hardware. 

· Task Seven: Identify what each problem is, and what hardware solves that problem. If you are replacing hardware, explain why.

· Task Eight: Prepare a comparison of the three current Windows operating systems. While moving to Linux might be an option, the company can’t afford the training for that right now. You may include Linux options as a “down the road” solution. 

· Task Nine: Price out all the new hardware on a spreadsheet. Include price, specs, and where you’ll buy this.

Turn this in as a portfolio. Be sure to include a cover page and all items requested above.
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