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Network Administration Overview

Some of the tasks of a Network administrator

· Installing and maintaining the _________________ system

· Administering _________________Directory

· Administering file & _________________resources*

Administering Active Directory

· _________________objects

· _________________objects

· _________________objects

· Managing Active Directory _________________and object _________________
· _________________  _________________objects*

Active Directory

· Active Directory is a _________________  service.

· Information about _________________  and _________________  
· A service that lets you _________________  and _________________  those resources

· AD is built around the _________________  _________________  _________________  (DNS) and the _________________  _________________  _________________  _________________  (LDAP). These are used to locate and access any type of resource on the network and are supported by UNIX, Mac, Linux, Windows, etc. 

· Active directory is installed only on authentication servers. 

· Web servers, file servers, etc. do not need Active Directory, although they will use _________________  .

AD World

· A client wants to access a service or _________________  , it does so using the resource’s AD name.

· A DNS _________________  is sent to the DNS server using the AD name.

· The DNS server provides the _________________  address of the domain controller responsible for the name (i.e. I’m trying to use folders on DFS. DFS is on Nettech-04. I don’t need to know that as long as AD knows that.)

· Client receives the DC’s address and uses it to make an _________________  query. LDAP finds the address of the system.

· The DC response with the requested information.

· The client _________________  the information.

· The client uses the _________________  , standards, and _________________  IF they have permission to do so!*

Once AD is installed

· Add _________________  
· Add _________________  
· Add _________________  units

· Add _________________  accounts


· Join a domain from the computers in your network

· _________________  folders

· _________________  printers

· Control user _________________  
Exploring Active Directory Users and Computers

· Active Directory Users and Computers

· MMC application with the filename of _________________  
· Primary _________________  tool used to manage the following within an Active Directory domain

Exploring Active Directory Users and Computers

· Use it to control

· _________________  
· _________________  
· OUs

· _________________  information

· One of the tools used to create and manage Group Policy objects

Creating Organizational Units

· Organizational unit (OU)

· A _________________  container that contains other objects, such as

· Users

· Groups

· Computers

· Published resources

· Other OUs

· Can only consist of _________________  from its _________________  domain

Creating Organizational Units

· Main reasons to create an OU

· _________________  and _________________  a single domain into logical administrative units

· Allow some _________________  of _________________  over different departments

· Give different people in a company different

· _________________  Policies

· _________________  
· _________________  
Creating New User Accounts

· User account object

· Represents all the information that defines a _________________  user with _________________  permissions to the network

Creating New User Accounts

· Why have user accounts?

· Require _________________  of anyone connecting to network

· Control access to network resources such as shared _________________  or _________________  
· _________________  access to resources by _________________  actions performed by a user logged on with a specific account

Creating New User Accounts (Continued)

· Before creating your users, decide:

· A _________________  convention

· What will _________________  look like

· Tory_klementsen

· Klementsent

· Teechur

· Controlling _________________  ownership

· Can users _________________  it?

· How _________________  ?

· Including additional required attributes

Creating New User Accounts (Continued)

· A number of initial account settings can be configured when creating a user account, such as

· Whether a user’s password ever _________________  
· If the account should initially be _________________  
· User can’t _________________  password

· Password never _________________  
· Once a user account is created, a number of additional tasks and attributes can be applied, such as:

· Copy

· Add to a _________________  
· _________________  Account

· _________________  Password

· _________________  (to another organizational unit)

· Open Home Page

· _________________  Mail

· Properties

· To view and modify user account attributes

· Right-click the user account, then

· Click _________________  
Creating New User Accounts (Continued)

· Properties dialog box of a user account

· Tabs allow you to

· Add specific information, or

· Enable specific _________________  for the user account

Properties of a user account object

· Create a new user, Chicken Little

· Give him an address

· On the account tab, set his account to expire on next Friday

· Set his homefolder to be \\nameofyourserver\home$\%username% 

· Set his profile path to be \\nameofyourserver\home$\profiles\%username% 

· Give him a phone number or three

· His Title is Head Chicken

· Department Homeland Security

· Company US of A

· Make YOU his manager (you do have an account, right?)

· Click Member Of and make him a member of the administrators group

Creating Computer Accounts

· _________________  account

· An Active _________________  object

· Can be created in three _________________  ways:

· During initial _________________  of client operating system you can have it automatically join the domain

· When you join the domain, you provide _________________  credentials and it creates the account

· _________________  in Active Directory before client installation

Moving Active Directory Objects

· Objects created within the Active Directory Users and Computers console can be moved between _________________  within the same domain

· Create an OU named Chickens

· Move Chicken Little into that OU

Creating Group Objects

· Windows Server 2003 groups

· It is considered a _________________  object

· Used to organize collection of _________________  , _________________  , _________________  , or other _________________  into a single security principal

· Simplifies _________________  
· Rights and resource permissions can be assigned to a _________________  rather than to individual users
· Groups and OUs

· Similarity

· Both are used to _________________  other objects into logical containers

· Differences

· _________________  and _________________  
· OUs are not _________________  principals and as such cannot be used to define permissions on _________________  or be assigned rights

· Active Directory security groups are security principals that can be assigned both _________________  and _________________  
· Objects that they can contain

· OUs can only contain objects from their _________________  domain

· Some _________________  can contain objects from _________________  domain within the forest

Group Types

· Windows Server 2003 allows two group types:

· Security group

· Defined by _________________  Identifier (SID)

· Can be listed in _________________  access control lists (_________________  ) used to define permissions on resources and objects

Group Types

· _________________  group

· Used solely for e-_________________  distribution 

· Does not have _________________  SID

· Cannot be listed in _________________  used to define permissions on resources and objects

Group Scopes

· Group scope

· The logical boundary within which a group can be assigned _________________  to a specific resource within the domain or forest

Group Scopes

· Security and distribution groups in Active Directory can be assigned one of three possible scopes

· _________________  
· _________________  local

_________________  
Global

· A global group

· Can be assigned permissions to any resource in _________________  domain within the _________________  
· Can only contain _________________  of the _________________  domain in which it is created

· Mainly used to organize user objects into logical groupings according to function

Domain Local

· A domain local group

· Can only be assigned _________________  to a resource available in the _________________  domain in which it is created

· Group membership can come from _________________  domain within the forest

· Mainly used to assign access _________________  to a resource

Universal

· A universal group

· Can be assigned permissions to _________________  resource in _________________  domain within the forest
Differences between universal and global groups

· A universal group can consist of user objects from _________________  domain in the forest; global groups can only consist of user objects from the _________________  domain

· Universal groups are only available when a domain is configured in Windows 2000 _________________  mode or the Windows Server 2003 _________________  level

Creating Group Objects

· Steps to create group objects in Active Directory

· Decide in which _________________  _________________  the group should be created

· Choose an appropriate group _________________  , _________________  , and type

· To create universal groups

· A domain must be switched to _________________  mode

Modifying Group Memberships

· Membership can be added once a group object is created

· Depending upon which type of group is created, Windows Server 2003 groups can possibly contain

· _________________  
· _________________  
· _________________  
· _________________  
Changing a Group Scope

· A group can change its scope as long as group’s membership _________________  are not violated

· In other words, since a local group cannot contain local groups, if you have a global group with local groups in it, you have to remove the local groups before you turn it into a local group.

Changing a Group Scope

· Rules for changing group scopes

· You can only change a global group to a universal group as long as it is not a member of another _________________  group (because global groups can’t contain universal groups)
· You can only change a domain local group to a universal group as long as it does not contain any other _________________  _________________  groups as a member (because global groups cannot contain domain local groups)
Understanding the Built-in Local Groups

· Built-in local security groups

· Have various _________________  rights

· Can be used to allow users to perform certain _________________  tasks

· Ease the implementation of _________________  and _________________  rights throughout the network

· Found in _________________  container

· Built-in global groups

· Found in _________________  container

Managing Security Groups

· Acronym A G U DL P can be used to implement the use of security groups

· Create user A_________________  , and organize them within G_________________  groups

· Often users are grouped in global groups based on departments in the organization

Managing Security Groups

· Optional: Create U_________________  groups and place global groups from any domain within the universal groups

Managing Security Groups (Continued)

· Create D_________________   L_________________   groups that represent the resources in which you want to control access and add the global or universal groups to the domain local groups

· Assign P_________________   to the domain local groups

Domains, Trees, and Forests

· Domain

· Domains are a collection of computers _________________  together with at least one server authenticates users and controls access.

· In a domain all computers share the same _________________  :

· Chicken.com

· Server01.chicken.com

· Computer04.chicken.com

· www.chicken.com

· These are _________________  _________________  _________________  _________________  and can be used to access the computers (resolved through DNS)*

Domain

Domain Tree

· Collection of domains

· All _________________  share the same _________________  
· The root _________________  holds the main _________________  (pickle.com)

· The _________________  domains are “under” the _________________  domain


· Sweet.pickle.com

· Gherkin.pickle.com

· Dill.pickle.com

Forest

· A _________________  is also a collection of domains; however:

· Domains do not share the same _________________  
· Join _________________  to create a forest

· Specifically for sharing resources among _________________  domains

Forest

· Trusts

· In both _________________  and _________________  trusts are created

· One-way: one domain trusts _________________  , but not vice versa

· Fox.com trusts chicken.com. Chicken.com does not trust fox.com

· Transitive: _________________  domains trust each other

· Chicken.com trusts fox.com

· Fox.com trusts chicken.com

Administering Permissions in Active Directory

· Active Directory uses permissions to protect the creation, deletion, or viewing of objects within the database

Administering Permissions in Active Directory

· By default, administrators have _________________  _________________  to all objects within the domain

· Users are given the initial permission to read most _________________  of the objects stored in the database

Active Directory Object Permissions

· Active Directory objects can be assigned permissions at two levels:

· _________________  -level permissions

· Define which types of objects a user or group can view, create, delete, or modify within Active Directory

· Can be applied according to a _________________  set of _________________  permissions

Active Directory Object Permissions

· _________________  -level permissions

· Define which attributes of a certain object a user or group can _________________  or _________________  within Active Directory

Permission Inheritance

· By default, all _________________  objects inside a container object inherit permissions from _________________  objects

Permission Inheritance

· Permission inheritance and careful planning can eliminate the need to assign permissions to

· _________________  container object, or

· Every object _________________  a container

· The default inheritance of permissions can be modified by _________________  the inheritance at a container or object level

Delegating Authority Over Active Directory Objects

· Steps to delegate the administration of Active Directory

· Design OU structure so that the administration work can be _________________  
· _________________  the appropriate level of _________________  permissions for each administrator

Delegating Authority Over Active Directory Objects

· _________________  of _________________  Wizard

· Guides you through the process of determining the permissions that you want to delegate

· Configures permissions for the object and child objects

Delegating an administrative task in Active Directory

Windows 2003 Server Family 

Go to the website and read through the articles on Windows 2003 Server Editions. When you have finished, complete the scenarios below by selecting the member of the family that will best fit the customers’ needs.

This page will give you an overview of each server type, but you may need to look up a little more information on some of them to truly understand when to use them.

After that, take the quiz 1-5 on the Windows 2003 Server Family.

	Scenario 1: A small business is setting up its first domain. Up to this point they have had a peer-to-peer network set up. As they’ve grown, however, managing the p2p network has become unwieldy and the security of documents has become a major issue. They would like one server that can authenticate users, hold files, share resources among users, and run a website.

 

Describe the version of Windows Server 2003 you would choose for their setup and why you would choose this version.

	 

	Scenario 2: TyCorp has a large enterprise domain set up using Netware. They have decided to expand into ecommerce. They have hired an ecommerce specialist who plans to set up the web-related servers separate of the main network and would like to use a Windows server. This server will host a major website that uses php, asp, .NET, and SQL. 

 

Describe the version of Windows Server 2003 you would choose for this setup, and why you would choose this version.

	 

	Scenario 3: Pumpkin Pete’s has just acquired Rock Enterprises in a hostile takeover, effectively doubling the size of their business. The days of “getting by” with their current network are over over over! They need to set up an enterprise domain. Since the takeover included a pretty good amount of capital and new computer systems, they want to set up a tight, robust, business network that can support current needs, the needs of the growing infrastructure, and future needs. Rock Enterprises had a large ecommerce program that was hosted by a second party company that they would like to move in-house. They are interested in high availability, server clustering, and high security. In addition, they would like to use smart cards and biotechnology for authentication.

 

Describe the version of Windows Server 2003 you would choose for Pumpkin Pete’s and tell me why you would choose this setup.

	 

	Scenario 4: Whidbey Whippets is expanding their company. They currently have one server that manages all of their resources. They have just purchased a second server with a eight (yes 8) processors and would like to install one of the Windows 2003 Server operating systems that will run on a this monster. They would also like to use clustering for the six servers they have in place already. They don’t have the needs for a database and don’t see that in their future.

 

Which one would you choose for their needs?

	 


 

	Server Type
	Processors Supported
	Clustering Support 
(yes/no how many)
	General purpose and other notes

	Windows 2003 Server
	 
	 
	 

	Windows 2003 Enterprise Edition
	 
	 
	 

	Windows 2003 Server Datacenter Edition
	 
	 
	 

	Windows 2003 Server Web Edition
	 
	 
	 

	Longhorn
	 
	 
	 

	Windows 2003 Server Datacenter Edition 64 bit version
	 
	 
	 


 

Lab 6-1 Using Active Directory Users and Computers 

1. Log into your server.

2. Click start and go into Administrative Tools. Can’t see them? Right click on the taskbar and select properties. Tell it to show the administrative tools They should be showing on a server, but you never can tell.  

3. Open Active Directory Users and Computers.

4. You should see something that looks like this:

[image: image1.jpg]



 

Create a new user for yourself.

5. Right click on the server name and select “New—User”.
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6. Enter your information.

7. Give yourself a username.

8. Click on the “Member of” tab and select groups.

9. Add yourself to the Administrators group.

 

Create a new user from a template

10. Create an administrative user for me! Right click on your user your just created and select copy.

11. Create a user with my name, Tory O. Klementsen and username teechur, password P@ss1. 

12. Have me not have to change the password.

13. Set it so the password never changes.

Change user properties

14. Double click on your username or right click and select properties.

15. Put in your address, set me as your manager, make up a phone number and all that stuff. It all gets published in a directory. How cool is that? Put yourself in a department in a company.

Set up a home directory

16. Go into your root directory (probably your C: drive) and create a folder named users. 

17. Share this folder with the sharename users.

18. Go back into Active Directory Users and Computers. Double click on your account. Select the profile tab. You’ll see something like this:
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19. Click on Connect. The default drive letter is z:\, leave that. In the to: box type \\nameofyourserver\users\%username%. The %username% is a wildcard used in Active Directory. When you hit apply you should not get a message (if you do, you did something wrong so try again). But what will happen is a folder will be created in that shared folder named users with the name of your user. That user will be set as the “owner” of the folder and he/she will be given full control. When he logs onto his workstation, the server will send a command to map a network drive to z:\. All files saved into z:\ will be available to this user no matter where he logs on in the network! It’s pretty cool. In fact, later you can set a policy that will map the My Documents folder to z:\ for your users so that any time something is saved in My Documents the server will snag a copy, put it on the server, and the user will have a copy on their home computer and the server. 

20. Check the Users directory to make sure a folder was created for your user.

Poke Around Active Directory

21. Click the Builtin container and write down the list of built in users already available in Active Directory. 

	 
	 
	 

	 
	 
	 

	 
	 
	 

	 
	 
	 


 

22. Poke around Computers. What computer accounts are set up? 

 

 

23. In AD every computer that is joined to the domain has an account created. You can create them before joining (just type in the name of the computer, exactly) or it’s created automatically when you join the computer to the domain. 

24. Poke around Domain Controllers. What domain controllers have accounts?

 

25.  Right click on the domain name (at the top) and select find. Type in admin and hit return. What did you find?

 

 

26. Close Active Directory Users and Computers. No wait, have me check you off, THEN close it! (Be sure you answered the questions first.)

 

Lab 6-2 Creating an Organizational Unit
Organizational units are awesome. They are almost like little domains, but not. You can put users, computers, and groups into them. You can apply policies just to those units. You can set a specific trusted user to manage that organizational unit, without giving them power over the entire domain.

1. Open ADUandC through a new and exciting way! Open the run command and type dsa.msc.

2. Active Directory Users and Computers will open.

3. Expand your domain, if necessary.

4. Right click on the domain and select newOrganizational Unit.
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5. Create an organizational unit named Star Wars Universe.

6. Notice that you’ll have some containers (folders) already in there. Neato.

7. Right click on your OU you just created and create four new OUs; Empire, Rebels, Naboo, Tattoine.

8. What containers do you see in each new OU?

 

 

 

 

 

9. Have me check you off. Do your lab report. You’ve been doing lab reports, right? 

Lab 6-3 Modifying User Account Properties
 

1. Within the sales container, create a new user named Joe Fox. Give him username of foxj and password of 12345.

2. Double click on his account.

3. Click the general tab. Make Joe a Marketing Executive.

4. Put him into the Mukilteo office.

5. Give him the phone number of this classroom.

6. In the email box, set his email to foxj@nameofyourdomain.com

7. Set his webpage to be www.teechur.com 

8. In the address tab give him the address of 1122 Boogie Boogie Avenue, Everett, WA 98204.

9. In the account tab click logon hours. Joe works from 9-5 so set his logon hours from 8-6 Monday-Friday. Do not allow him to logon on weekends.

10. Don’t let him change his password.

11. On the Organization tab give him the title of VP of Sales and Marketing.

12. In the Company make up a company name.

13. Set yourself as the manager by clicking “Change” and finding your account.

14. Now let’s find him!

15. Right click on your domain name and select find. 

16. Click the Advanced tab.

17. Click the Field button. Select User. Select Job Title. In the value text box type vp and click the Add button. Click find now.

18. Well ta da! His name should show up! List the other properties you can search by below:

	  
	 
	 
	 

	 
	 
	 
	 


 Have me check you off. Fill out a lab report. Have an iced ay.

Lab 6-4 Creating a Computer Account in Active Directory 

1. Open Active Directory Users and Computers. 

2. Go into your Research OU.

3. Right click on the Computers container and select newcomputer.

4. In the NewObject-Computer dialog box, type Workstation01 in the computer name box. Notice that the same name will automatically show up in Computer name [pre-windows 2000] box. Before Windows 2000 there were tighter restrictions on how you could name a computer, so you might have to modify a computer name so that pre-Windows 2000 computers can see that computer by name on a network.

5. Create two more computer accounts named Workstation02 and Memberserver01.

Lab 6-5 Creating a Group Object 

What is a group? There are two kinds of groups:
      Security Groups—A group defined by a Security Identifier (SID) that can be listed in a Discretionary Access Control List (DACL). A DACL is a list of users, groups, etc. that can be assigned permissions to resources on a network. A security group is used to control access to resources.

      Distribution Groups—These groups are used solely for email distribution. They do not have an SID associated with them. They also cannot be listed in a DACL. They are used only in email applications such as Exchange Server.

 Groups also have scopes. A scope refers to a logical boundary within which a group can be assigned permissions to a specific resource on the domain or forest. Security and distribution groups in AD are assigned one of three scopes; global, domain local, or universal.

      Global groups can be assigned to any resource within the forest. The limitation of a global group is that it can only contain members from the domain in which is resides. For example, if you have a domain named sales, you cannot put Joe Blow from the domain named Chicken into the global group you create in the sales domain. However, you can put anyone from the Sales domain into that group. That group can be assigned access (permissions) to resources to anything in any domain in the forest.

      Domain Local groups are created on a domain controller and can only be assigned access to resources within the domain. So for example if you create a Domain Local Group named Egg within the Chicken.com domain, you can only assign permissions to that group for things within chicken.com. It can’t go outside of that domain. Unlike a global group, though, you can put users and groups from other domains into a domain local group. Think of it this way…domain local groups are used to assign permissions to resources within a domain to users/groups within the domain and from other domains in the forest.

      A universal group can be assigned permissions to any resource on any domain within a forest. IT’s similar to a global group, but there are differences. First, a universal group can contain user objects from any domain in the forest (global groups can only have users from its own domain). Second of all, universal groups are only available when a domain is configured in Windows 2000 Native mode. That means if any of your domain controllers are Windows NT Servers, you can’t use Universal groups. 

      There are also local groups, but those only work on standalone workstations to assign permissions locally and can only contain local members. You really don’t use them once you’re on a domain. 

By default when you install Windows Server 2003 your network will be in Windows 2000 Mixed Mode, allowing it to communicate with Windows 2000 Servers, Windows 2003 Servers, and Windows NT Primary Domain Controllers and Windows NT Backup Domain Controllers. If you no longer have any NT in your network, changing from mixed mode to Windows 2000 Server Native Mode will enable all of the security features of Windows 2000. Once you are completely a Windows Server 2003 network…no 2000, no NT, you can move to Windows Server 2003 Functional level to unlock all security features in Windows 2003. Why not just move up sooner? If you’re using an older server on your network and move to a mode that is not supported by that server, that server will be unable to communicate effectively on the network.

 

	Group Type
	General Use
	Windows 2000 Mixed Mode Membership Options
	Windows 2000 Native Mode or Windows Server 2003 Membership Options

	Local
	Assign permissions to resource on a local workstation or standalone computer
	User accounts from any domain, global groups from any domain
	User accounts from any domain, global groups from any domain

	Domain local
	Assigned to resources within local domain
	User accounts from any domain, global groups from any domain
	User accounts, global and universal groups from any domain; other domain local groups from the same domain

	Global
	Used to organize individual objects such as user accounts into administrative units
	User accounts only from the domain in which the group is created
	User accounts and other global groups from the same domain in which the group is created

	Universal
	Used to organize various objects into administrative units
	N/A
	User accounts, global and universal groups from any domain.


 

1. Go into Active Directory Users and Computers. 

2. Right click on the Information Technology OU and select newgroup.

3. Name the group Alliance.

4. Make it a global group.

5. Make it a security group.

6. Repeat those steps and create the following groups: Clones, Humans, Droids, Jedi, Jedi Apprentice, Order of the Sith Lords, Galactic Senate, Galactic Republic, Rebel Alliance. 
7. Now create a group named Bananas and make it a domain local group. Notice that you can tell the group’s scope and type from the list.

Lab 6-6 Switching a Domain to the Windows Server 2003 Functional Level 

1. Why could you not create universal groups in lab 6-5?

 

 

2. Open Active Directory Users and Computers.

3. Right click on your domain. 

4. Click Raise Domain Functional Level.

5. In the dialog box, click Windows Server 2003. Read the warning message. Feign concern.

6. Click the Raise button.

7. Click OK…you are aware this will affect the entire domain and somehow, you don’t care. (In real life, you would care if you still had Windows NT or Windows 2000 Domain controllers.)

8. Click OK when you’re told that it was done. Smile inwardly.

9. Have me check you off.

Lab 6-7 Modifying Group Memberships 

You created a bunch of groups in lab 6-5 but so far they are empty and sad. You need to put users into them now! 

1. Go into your IT OU and create five new users:

a. Darth Vader
b. Queen Padme Amadala

c. Darth Sidius

d. Darth Maul

e. Jenga Fett

f. Boba Fett
g. Princess Leia
h. R2D2

i. C-3PO

j. Qui-Gon Jin

k. Obi Wan Kenobi

l. Stormtrooper Joe

m. Anakin Skywalker

n. Luke Skywalker
2. Double click the Humans global group.

3. Click the Members tab.

4. Click the add button and select all the humans in the list.

5. Click OK.

6. Close that group.

7. Note that some people may be in more than one group, for example:
a. Luke Skywalker

1. Human

2. Jedi

3. Rebel Alliance

b. Darth Vader

1. Human (kinda)

2. Galactic Senate

3. Galactic Republic

4. Order of the Sith Lords

5. Jedi Apprentice (at one time)

8. You can revoke membership too. Put Lord Vader in all the groups above. Now double click on the Human group and click “Members”. Find Vader and delete his sorry behind! Do the same for Jedi Apprentice Group. Add him into the Droid group. That will steam his bean!

9. Add everyone else to appropriate groups.

10. Create a user named Captain James Tiberius Kirk. He can be a human. He wants to be a rebel, but he’s too bad of an actor. 

11. Add yourself to whatever groups you want.

12. Add me to the Princess Group and the Queen of All Things Group.
Lab 6-8 Changing Group Scopes 

1. Open ADU&C.

2. Double click the IT OU.

3. Double click the Human group.

4. From the general tab, click the Universal radio button in the group scope. Why is it there now when it wasn’t before? 

 

 

 

5. Create a new group called Trekkies. Make it a Universal group. Click okay.

6. Double click on Order of the Sith Lords and change it from Universal to Domain Local.

7. Change the group scope of another group in your list.

Lab 6-9 Changing the Membership of Built In Groups 

Windows 2003 Server has a number of built in groups with different permissions and pre-assigned rights. They provide an easy way to manage specific server/network tasks and who can do them with ease. 

1. Fill out the table below with a list of what the built in groups can do in a Windows 2003 domain.

	 Group Type
	Rights

	Account Operators
	 

	Administrators
	 

	Backup Operators
	 

	Network Configuration Operators
	 

	Performance Log Users
	 

	Guests
	 

	Pre-Windows 2000 Compatible Access
	 

	Print Operators
	 

	Remote Desktop Users
	 

	Replicator
	 

	Server Operators
	 

	Users
	 


 

2. Double click the Print Operators built in group. What is the group scope?

 

3. Click the members and add Princess Leia and Chuck to this group.

 

4. Now add the Jedi Apprentice group to this group. You can add users or groups to a group. Pretty snifty.

 

5. Close

 

6. Double click on your user account. Click the Member Of tab. The Print Operators group should be listed.

 

7. Fill out a lab report, have me check you off.

Lab 6-10 Testing Folder Permissions 

1. Create a new folder on your server and name it Empire Secrets. 

2. Right click on the folder and select the security tab in folder properties.

3. Click “Advanced”.

4. Click the Allow inheritable permissions from the parent to propagate to this object and all child objects button. By default, all permissions are assigned to new folders that the parent folder has. When it asks if you want to remove or copy the permissions, click remove.

5. Click OK.

6. Click on the Administrators group and remove them.

7. Click the Add button. Find the Galactic Senate group. Add them.

8. In the permissions dialogue box, give them full control. Note that by clicking full control, all other boxes will be selected as well since it gives you…full control…over everything.

9. Click ok.

10. Now go find that folder. Double click on it. Can you access it? You should not be able to because you no longer have permissions to that folder.

 

 

11. Now go back into the security permissions. Add the Order of the Sith Lords group and give them full control click okay. 

12. Go back to the folder. Can you get into it now? You should be able to since you’re a member. Oh wait, you’re not a sith? If you have a user who is not a member of a group, but he/she needs access, you can do one of two things:

1. Create a group just with that user in it. Give that group access.

2. Just give that user access.

3. NOTE: Microsoft says you should do number 1, not number 2. Microsoft says you should never give an individual user access. Why? Because then it’s hard to remember what all you’ve given individuals access to, should that individual leave the company. It’s way easier to just remove that user from the group than it is to actually go to each resource and remove that user’s access. (Yes, you can delete the user, but Microsoft says not to do that either, in case you hire someone else in that person’s place who needs to same kind of permissions and restrictions. You can just rename the account.) 
13. Create a text document in the folder and type into it “HI, my name is____ and I like eggs. Close it.

14. Right click on the document and click security. Who has access? Why? 

 

 

 

15. Go into the security and remove the Allow inheritable permissions from the parent to propagate to this object and all child objects business as above. Click OK.

16. Add Humans, but give them read only. Remove your group or use from the security.
17. Click OK.

18. Go back and double click on the document. 

19. Make a change. Close it. What happens?

 

 

20. Keep the permissions open so I can check you off.

Lab 6-11 Exploring AD Object Permissions 

1. Open ADU&C

2. Click View on the menu bar and click Advanced Features. Notice you can add a number of additional containers and objects.

3. Right click on the Naboo OU and select properties.

4. Click on the security tab.

5. Notice that it looks similar to the tab on the folders and files, but the permissions are different. They apply to things you can do to an organizational unit.

6. Click the advanced button. On the permissions tab there is a list of all permissions assigned to the object. It should look similar to below. 
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7. Notice that some permissions are inherited and others aren’t. By looking at the list of inherited permissions, what would you assume DC= means?

 

 

8. Double click on one of the listings. Click the properties tab and use the scroll bar to view the permissions associated with individual account properties.

9. Look at the Apply onto dropdown list to see all the different ways in which permissions can be applied to objects and their properties. Almost makes your head spin, doesn’t it? 

10. You’re not doing to “do” anything right now, but for the lab test you’ll need to show me how to access the advanced security settings for an organizational unit.

Lab 6-12 Using the Delegation of Control Wizard 

Sometimes you want to give another user responsibility over their organizational unit. For example, you may not have the need to be fully aware of requirements for a specific department. You might have IT people in different departments. You don’t have time to manage the addition of every single user. You can delegate control so that your IT staff can have control over different OUs. They can do as much or as little as you need them to, alleviating you of the responsibility of taking care of every single department. 

1. Open ADU&C and right click on the Empire.

2. Select Delegate Control.

3. The Delegation of Control Wizard starts.

4. Click Next at the welcome screen. 

5. At the Users and Groups screen, click Add. In the Enter the object names to the select text box type Galactic Senate. Click OK. Click Next. 

6. You’ll see a list of things you can delegate control over. List below the different things you can allow control over. 

	Object
	Description

	Create, delete, and manage user accounts
	 

	Reset user passwords and force password change at next logon
	 

	Read all user information
	 

	Create, delete, and manage groups
	 

	Modify the membership of groups
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 


 

7. Notice that you can also create custom tasks to delegate.

8. At the Tasks to Delegate screen click Reset user passwords…, and Create, delete, and manage user accounts.

9. Click next.

10. Click finish! Now any of the Galactic Senate can add users and change passwords on users. They can’t do a lot of other tasks, but this would take some pressure off of you.
Extra Credit Unit Project
Module: Overview of Network Administration

	 Description of Problem

	Spurlock Industries consists of seven main departments; Marketing, Legal, Finance, Sales, Human Resources, Management, and IT. The company currently has locations in Everett, New York City, Los Angeles, and Hawaii. They are planning to open a new office in Galveston, Texas. The link between Everett and Los Angeles is a 100-Mbps ATM link. Each geographic location will have its own on-site IT department. The company has decided to use a single domain model called Spurlock.com. 

	Current Needs

	They would like you to design a possible OU structure for Spurlock.com. They would like you to rationalize the main decision in your organization.(Hint: Install Visio 2003 and use their Active Directory Structure template to do this.)  

	Interviews with employees

	CEO 
Currently we have three servers set up at every site. We also have at least 150 workstations at each site, with about 200 at the NYC site. We have a number of printers and other resources shared throughout the domain. We would like to set this network up on a relatively strict budget but with an eye towards expansion.

 User
We have a pretty cool network, but it seems to slow down during certain hours of the day. Some users are claiming that the best time to work is lunch time. They have also found that coming in on the weekends is better because less people are on the network and it runs faster.

 One of the networks in the Everett site is often used for game playing. The manager at that site maintains that it is to allow employees to relieve stress and results in higher productivity. However, users report that when the gaming starts, the network slows down dramatically. 

 Some users have been caught coming in during off hours and using the fast connection for their own use. The management is concerned that this might have some legal aspects.

 IT Departments
As the network implementation is underway we are finding that the connection between Los Angeles and Everett is too slow so we need some alternative replication strategy between the sites.

 Replication problems seem to be cropping up between NYC and Everett. We need some tools we can use to troubleshoot this problem.

 The IT department has a need to share a folder on the server in Everett that stores all of the human resources information for the company. They need to have this folder shared so that everyone in the management and HR departments can access the files. 

 Human Resources
We need to have a folder that we can share throughout the network so that all sites can access it. I think the IT department knows what we need, but basically we have files that everyone needs to get in and use. The managers need to see the files, but not make changes to them. We don’t want them to mess them up!

 

	Expansion plans/Future needs

	As the company gets bigger the IT department has decided that it makes sense to eventually set up a domain forest. Since they don’t have this capacity yet, they have asked you if you would set up an OU structure along geographic boundaries. They are planning on opening a research and development program in the new site (Galveston) and need the departments that the other sites have, plus Research and Development.

 

They have asked that you set this up and also set up a Universal IT group that can manage all of the sites from one centralized location. You will need to create OUs, groups, and users appropriate to their current and future needs.

 

Since this is just a lab, you’re not going to create all of the users, but do create one user who is a member of the Marketing department in the OU you have set up in relation to the Everett site. Also make her a member of the management group. In addition, set up a home folder to map to her Z:\ drive. Set her logon hours to 8:00 a.m. to 6:00 p.m. Monday-Friday. Once you have created her, use her account as a template for her OU. Create an addition three users in that OU. Create a total of 3 users in every OU. 

	Your Requirements

	Task One: Develop a list of terms/jargon to be defined for the customer. Define the jargon.

	Task Two: Develop a list of questions that must be answered before you can begin your research.

	Task Three: Develop a list of current customer needs.

	Task Four: Develop a list of future customer needs.

	Task Five: Research solutions to the problems and develop a solution to present to the customer. In this case include a drawing of the Wide Area Network and indicate on it replication partners, speed, and OU setup at each site.

	Task Six: Keep a list of resources consulted as you go. It will be part of your portfolio

	Task Seven: Create a spreadsheet of prices to the solution, if applicable.

	Task Eight: Emulate the solution on your system.

	Deliverables

	      Jargon list

	      Questions

	      Current needs

	      Future needs

	      Solution, including graphics and drawings as necessary (WAN drawing)

	      Resource list

	      Solution set up on server, computers, etc. as appropriate


 

Project Rubric
	Criteria
	Out
standing
	Good
	Needs Work
	Poor
	0

	Definitions of jargon/terms used in project
	20
	14
	6
	4
	0

	Developed a list of questions that should be answered before beginning.
	20
	14
	12
	8
	0

	Customer current needs identified.
	40
	28
	24
	16
	0

	Customer future needs identified
	40
	28
	24
	16
	0

	Solution to problem is clear and takes into account all aspects of customer needs.
	50
	35
	30
	20
	0

	Solution is clear and unique and is NOT copied and pasted from another website. Copying pasting will result in a 0 grade on the project.
	50
	35
	30
	20
	0

	Cost of solution is priced out and includes information on vendors
	20
	14
	12
	8
	 

	Solution is completely emulated on team systems
	100
	70
	60
	40
	0

	Entire team participates in project
	20
	14
	12
	8
	0

	List of resources used
	20
	14
	12
	8
	0

	Project portfolio is put together and is complete
	20
	14
	12
	8
	0

	Total out of 400
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Review Module 01 Networking 2003


	True/False
Indicate whether the sentence or statement is true or false.
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	 1. 
	The employees of a company are considered to be a part of the network resources.
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	 2. 
	In most companies, network administrators are not responsible for dealing with problems that users might have while accessing files and printers.
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	 3. 
	Maintenance and troubleshooting tools decrease disaster recovery time.
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	 4. 
	Implementing a plan to solve a network problem and observing the results is the last step of the troubleshooting process.
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	 5. 
	To gain access to the Windows Server 2003 domain environment, all users must be authenticated.
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	 6. 
	The Run as command has both a graphical and a command-line version.
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	 7. 
	Changes to the Active Directory must be made at each domain controller in a network.
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	 8. 
	Fault tolerance strategies decrease recovery time in the event of a disaster.
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	 9. 
	Implementing a plan to solve a network problem and observing the results is the last step of the troubleshooting process.
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	 10. 
	When implementing a plan to solve a network problem, too many configuration changes should not be made at one time.
 

	Multiple Choice
Identify the letter of the choice that best completes the statement or answers the question.
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	 11. 
	Group Policy enables you to create policies that affect _____ users and computers.
a.
individual
c.
tree
b.
domain
d.
forest
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	 12. 
	Windows Server 2003 primarily uses the _____ protocol for network communications throughout the Internet.
a.
TCP/IP
c.
DNS
b.
LDAP
d.
DHCP
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	 13. 
	Which of the following is a maintenance tool provided by Windows Server 2003?
a.
Run as command
c.
Event Viewer
b.
Group Policy
d.
Active Directory
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	 14. 
	The answer to which of the following questions is required during the first step of the troubleshooting process?
a.
has any new components been installed on the computer?
b.
were any software or service patches installed recently?
c.
who has access to the computer?
d.
how long has the problem been evident?
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	 15. 
	The Windows Server 2003 feature that logs each time a server is shut down or restarted is called _____.
a.
Startup Event Tracker
c.
Restart Event Tracker
b.
Shutdown Event Tracker
d.
Event Tracker
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	 16. 
	_____ provide a graphical representation of the tasks that can be performed in an MMC.
a.
Snap-ins
c.
Image views
b.
Objects
d.
Taskpad views
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	 17. 
	It is recommended that network administrators have ____ logon accounts.
a.
one
c.
three
b.
two
d.
four
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	 18. 
	Active Directory uses _____ to locate network resources.
a.
TCP/IP
c.
LDAP
b.
DNS
d.
RRAS
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	 19. 
	All Active Directory names must follow _____ naming conventions.
a.
LDAP
c.
DNS
b.
TCP/IP
d.
RRAS
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	 20. 
	In the figure above “Group Name” is a(n) _____.
a.
object
c.
domain
b.
attribute
d.
DNS name
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	 21. 
	The picture shows the creation of:
a.
a user
c.
domain
b.
an organizational unit
d.
group
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	 22. 
	The two main definitions of the Active Directory schema are _____.
a.
objects and object classes
c.
attributes and logon names
b.
sites and site links
d.
object classes and attributes
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	 23. 
	On the Internet, domains are defined by a(n) _____ address.
a.
TCP
c.
DNS
b.
IP
d.
LDAP
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	 24. 
	The picture above shows a:
a.
domain
c.
forest
b.
tree
d.
LAN
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	 25. 
	This picture shows a 
a.
domain
c.
forest
b.
tree
d.
LAN
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	 26. 
	To set up a home directory for your user that is stored on the server, where do you go?
a.
Account tab on user properties
c.
Group tab on user properties
b.
Profiles tab on user properties
d.
Directories tab on user properties
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	 27. 
	Which would you select to create a new user account?
a.
User
c.
Organizational Unit
b.
Computer
d.
Printer
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	 28. 
	Which would you select to create a new computer account?
a.
User
c.
Organizational Unit
b.
Computer
d.
Printer
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	 29. 
	What kind of group is listed in a DACL by its SID?
a.
Distribution
c.
Security
b.
Email
d.
Bear
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	 30. 
	What kind of group is used for email distribution?
a.
Distribution
c.
Security
b.
Email
d.
Bear
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	 31. 
	If every domain controller in your network is Windows 2000 or 2003, which mode should you move to? 
a.
Pre-Windows 2000 Native Mode
c.
Windows 2003 functional level
b.
Windows 2000 native mode
d.
Windows 2000 mixed mode
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	 32. 
	If every domain controller in your network is Windows 2003, which mode should you move to? 
a.
Pre-Windows 2000 Native Mode
c.
Windows 2003 functional level
b.
Windows 2000 native mode
d.
Windows 2000 mixed mode
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	 33. 
	This type of group is used to organize individual objects such as user accounts into administrative units and can contain users/groups only from the domain in which the group is created. However, it can “go out” to other domains and be assigned permissions in any resource in the forest.
a.
local
c.
global
b.
domain local
d.
universal
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	 34. 
	Group Policy enables you to create policies that affect _____ users and computers.
a.
individual
c.
tree
b.
domain
d.
forest
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	 35. 
	Windows Server 2003 primarily uses the _____ protocol for network communications throughout the Internet.
a.
TCP/IP
c.
DNS
b.
LDAP
d.
DHCP
 

	Yes/No
Indicate whether you agree with the sentence or statement.
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	 36. 
	Does basic RRAS allow access to the company network using dial-up modems?
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	 37. 
	Should configurational changes be documented during the troubleshooting process?
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	 38. 
	Should network administrators have a single logon account?
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	 39. 
	Are all of the tools found in Windows Server 2003 Support Tools installed in the original server installation process?
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	 40. 
	Does multi-master replication offer a form of fault-tolerance?
 

	Completion
Complete each sentence or statement.
 

	
	 41. 
	The Shutdown Event Tracker logs each time a server is shut down or restarted as event 1074 in the ____________________ system log.
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	 42. 
	The ______________________________ is a customizable management framework that can host a number of management tools.
 

[image: image52.wmf]
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	 43. 
	The figure above shows the ____________________ view of the Services snap-in.
 

[image: image54.wmf]


 

	
	 44. 
	The ____________________ utility can be used to schedule various tasks to run at certain times and intervals.
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	 45. 
	____________________ is a directory service database provided with Windows Server 2003 server-based operating systems.
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	 46. 
	In ____________________ replication, changes made to the Active Directory of any domain controller within the network are replicated to all of the other domain controllers.
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	 47. 
	All of the objects and attributes that are available in Active Directory are defined in the Active Directory ____________________.
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	 48. 
	A Windows Server 2003 ____________________ is a logically structured organization of objects that are part of a network and share a common directory database.
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	 49. 
	In the picture  you see a collection of three _______.
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	 50. 
	What are the two main goals of Windows Server 2003 network administration? Choose the two best answers below.
a. To enable Internet access
b. Secure network hardware
c. Make available network resources
d. Install software
e. Secure the network
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 51. 
	Which of the following are factors to take into account when troubleshooting? Choose the two best answers below.
a. whether any new components have been installed on the computer
b. who has access to the computer and might have changed previous settings
c. what the purpose of the computer is in the infrastructure
d. whether any software or service patches that were installed recently might be causing conflicts
e. recent employee training
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 52. 
	Which of the following are administrative tasks of a network administrator? Select all that apply:
Some of the tasks of a Windows Server 2003 network administrator are:
a. Installing and maintaining the operating system
b. Administering Active Directory
c. Repairing most computer hardware
d. Administering file and print resources
e. Administering Internet resources
f. Designing software solutions
g. Administering the network infrastructure
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 53. 
	What are some benefits of the secondary logon feature? Select all that apply.
a. The administrator can log in using a non-administrative account.
b. The administrator can log in using an administrative account, making all administrative tasks available at all times.
c. The administrator can secure the resources on the network by using a non-admin account, but can access an admin account using the run as... command.
d. The administrator can perform administrative tasks on a regular user’s account.
e. The administrator doesn’t have to log out a regular user to perform administrative tasks
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 54. 
	What are some services provided by a Windows 2003 Active Directory domain? Select all that apply.
a. Allows users to maintain their own workstations and perform server-related tasks.
b. A central point for storing, organizing, managing, and controlling network objects, such as users, computers, and groups.
c. A single point of failure in the event of a catastrophe, simplifying troubleshooting
d. A single point of administration of objects, such as users, groups, computers, and Active Directory-published resources, such as printers or shared folders.
e. Logon and authentication services for users.
f. Delegation of administration to allow for decentralized administration of Active Directory objects, such as users and groups.
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 55. 
	Which of the following are steps of a successful troubleshooting process? Select all that apply.
a) Define the problem.
b) Check your email
c) Gather detailed information about what has changed.
d) Devise a plan to solve the problem.
e) Test the plan on a working computer
f) Implement the plan and observe the results.
g) Document all changes and results.
To answer type the letters corresponding to the correct answers, in order, no spaces, all small letters.
Example: xyz
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	 56. 
	______________ views simplify administrative procedures by providing the administrator with a graphical representation of the tasks that can be performed in a Microsoft Management Console (MMC).
 

[image: image68.wmf]


 

	
	 57. 
	The advantage of using the ____________ is that you can add or remove management tools as necessary and save custom tools for use by authorized administrators.
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	 58. 
	___________--master replication provides a form of fault-tolerance. In this model, every domain controller has a writeable copy of the directory database. As a result, if a single server fails, Active Directory does not fail because replicated copies of the database are available from other servers within the network.
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	 59. 
	The first step of the troubleshooting process is to ___________ the ____________ by asking questions of the user having the problem. The administrator would want answers from the user on exactly what the problem is and how long the problem has been evident.
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	 60. 
	...is an example of a(n) ___________.
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	 61. 
	This is a collection of ________
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	 62. 
	The ____________ wildcard will create a user folder named after the username when used in the profile section of the user’s properties in Active Directory Users and Computers.
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	Matching
 

	
	
	 

Identify the letter of the choice that best matches the phrase or definition.
a.
global catalog
f.
Group Policy
b.
snap-in
g.
site
c.
object
h.
domain
d.
Run as command
i.
Active Directory
e.
Remote Desktop for Administration
j.
TCP/IP
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	 63. 
	The protocol that is primarily used by Windows Server 2003 for network communications throughout the Internet.
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	 64. 
	Enables administrators to network servers remotely.
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	 65. 
	An index and partial replica of the objects and attributes most frequently used throughout the entire Active Directory structure.
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	 66. 
	Allows an administrator to open programs from the command line.
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	 67. 
	Provides a central point for storing, organizing, managing, and controlling network objects.
 

	
	
	 

Windows Server 2003 Family and Services
a.
Windows Datacenter Server
d.
Windows Web Server
b.
Windows Enterprise Server
e.
Windows Server 2003 (standard)
c.
Windows Server “Longhorn”
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	 68. 
	Supports up to 4 processors
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	 69. 
	TyCorp has a large enterprise domain set up using Netware. They have decided to expand into ecommerce. They have hired an ecommerce specialist who plans to set up the web-related servers separate of the main network and would like to use a Windows server. This server will host a major website that uses php, asp, .NET, and SQL. 
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	 70. 
	A small business is setting up its first domain. Up to this point they have had a peer-to-peer network set up. As they’ve grown, however, managing the p2p network has become unwieldy and the security of documents has become a major issue. They would like one server that can authenticate users, hold files, share resources among users, and run a website.
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	 71. 
	Supports up to 8 processors
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	 72. 
	Allows for up to 10 inbound server message blocks for publishing content
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	 73. 
	Clustering of up to 8 nodes supported and up to 32 processors
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